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1.0 Policy on a page

Document setting out the acceptable use of electronic communication systems and
the circumstances in which service users may be contacted using electronic
messaging, which includes procedures that must be followed when using these
methods of communication.

1.1 Summary and aim

The aim of this policy is to clearly outline the acceptable use of electronic
communication systems, which includes but not limited to mobile devices, email and
instant messaging. The document also sets out the circumstances in which service
users may be contacted using electronic messaging and the procedures that must
be followed when using this method of communication.

1.2 Target audience

The principles set out in this policy must be applied by all individuals working for or
on behalf of the Trust. This includes contractors, volunteers or third parties in any
service that uses electronic messaging to communicate with service users.

1.3 Training

There is no specific training for this policy.

1.4 Key requirements

Staff should not normally use electronic messaging to establish a service users-
clinician relationship. Rather, electronic messaging should add to and follow other,
more personal contacts, when the service user has given their permission for staff to
communicate with them electronically.

2.0 Introduction and Purpose

The purpose of this policy is to set out the acceptable use of electronic
communication systems and the circumstances in which service users may be
contacted using electronic messaging, which includes procedures that must be
followed when using these methods of communication.
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3.0 Policy Requirements and Objectives

The aim of this policy is to clearly outline the acceptable use of electronic
communication systems, which includes but not limited to mobile devices, email and
instant messaging. The document also sets out the circumstances in which service
users may be contacted using electronic messaging and the procedures that must
be followed when using this method of communication.

The principles set out in this policy must be applied by all individuals working for or
on behalf of the Trust. This includes contractors, volunteers or third parties in any
service that uses electronic messaging to communicate with service users.

4.0 Process

Staff should not normally use electronic messaging to establish a service users-
clinician relationship. Rather, electronic messaging should add to and follow other,
more personal contacts, when the service user has given their permission for staff to
communicate with them electronically.

Only use electronic messaging with service users who have given their informed
agreement for using electronic messaging to communicate with them. This
agreement should be clearly documented in their care record.

Even when using secure email or secure file transfer, privacy and confidentiality can
be broken, usually as a result of human error. Service users should have the
opportunity to accept this risk before staff send any confidential or sensitive
information, and this should form part of the agreement discussion.

Use of electronic messaging is not always appropriate, for example when an email
relates to mental health treatment diagnoses. Please check with your manager or the
Information Governance Team if you are unsure. Any electronic communications with
service users must always be saved on the clinical record.
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4.1 Advantages

e Speed and ease of use — unlike post, which may take several days to arrive,
electronic messaging should be near-instantaneous

¢ Reduced postage costs and less impact on the environment

e Likelihood of reduced Did Not Attend (DNA) rates due to the ability to send
appointment reminders and quick receipt by the person concerned

e Greater levels of engagement with those services users whose preferred
method of communication is electronic

4.2 Uses

Electronic messaging is used primarily for appointment confirmation, reminders and
advice/support. However, services in the Trust may use electronic messaging for
other purposes which must be approved by inclusion in local standard operating
procedures, or, if a one-off exercise, the undertaking and documenting a risk
assessment relating to the intended use and having it authorised by the service
manager.

The uses of electronic messaging and the service rules governing the contents of
messages will vary from one service to another depending on the nature and
sensitivity of the service and purpose of the message.

Examples of possible uses of SMS:

e Appointment reminders and confirmations

e Asking the service user to contact the service at a convenient time

e Communicating advice (bad weather reassurance of visit, change in
practitioner due to illness)

e Ad-hoc communication between the key worker and a Service user

Examples of possible uses of Email (Secure):

e Asking the service user to call the service at a convenient time
e Communicating advice (bad weather reassurance of visit, change in
practitioner due to iliness)

¢ Ad-hoc communication between key worker and service user Ad-hoc
communication between the key worker and a Service user
e Appointment letters/Care Plans
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: Secure File Transfer (Egress within NHSmail)

e Copies of correspondence
e Appointment Letters

e Care Plans

e Large documents

SystmOne and Communication Annex

Though SMS and Email messaging have been integrated into SystmOne
for a number of years, TPP has developed a solution to further improve
the level of communication between users and their patients. The
Communications Annexe enables clinicians to access a variety of different
communication methods for each patient, displaying whether they are set
up to receive SMS, Email, or notifications from the patient app, Airmid.

Once the preferred contact method has been selected, users can apply a
pre-configured message template or type their own message. The
template can also include merge fields which input patient and staff
details directly into the message.

Users can also employ the Communications Annexe to contact multiple
patients at once. After selecting their chosen list of patients, users can
launch the Annexe and either select a pre-configured template or type a
bespoke message, as they would with individual messaging.

4.3 Justification

Services must individually agree the need/benefit of the use of electronic messaging
and formally approve and document the implementation of the service in a local
Standard Operating Procedure. Individual Trust staff must not use electronic
messaging for clinical purposes without formal documented approval.

Local procedures for the use of electronic messaging, which comply with this
policy, must be documented and cover the following aspects:

¢ I|dentification of the need or justification

e Identification of the service or facility provided i.e. SMS, Email
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¢ How the agreement to use the service by its intended recipients will be
obtained

e Clear identification of the associated risks and the means by which these risks
will be managed

e How service users will be informed of the availability of the service

e How the service users agreement and preferred method of communication will
be recorded

4.4 Considerations

Electronic messaging cannot replace letters or face-to-face contact in
communicating important information and should only be used with service users
who have agreed or expressed a preference for this form of communication. This
agreement and/or preference must be recorded in the service user’s clinical record.

Where a service user has expressed a preference to receive email summaries as
opposed to letters, this should be clearly and accurately recorded in their record
where it is obvious to all staff who have contact with the service user. This does not
however, negate the requirement to send correspondence to the referrer.

SMS Text messages should only be sent from the Trust issued mobile phone of

the appropriate staff member, or the approved system for sending texts. Text
messages must only be sent to the phone number provided by the service user or
carer to which they have agreed to the Trust using; no other phone numbers should
be used.

Emails should only be sent from shared email account for the service

e.g. Ipt.dataprivacy@nhs.net Where relevant, it should be made clear to service
users that electronic messaging will not be monitored, and therefore will not be
responded to outside of normal working hours.

If a recipient is able to reply to electronic messages, a timescale should be agreed
by the service and service users so that if a service user does not receive a
response to a message within the agreed time, they can use an alternative method
contact such as an appropriate office phone number.

Procedures must be in place for recording the electronic messages into the
service user’s clinical record and deleting them from staff phones/email accounts
where relevant.
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4.5 Agreement (consent)

Prior to sending any electronic messages to any service user, their informed
agreement must be obtained explaining all the appropriate information to them. Their
verbal agreement is acceptable for routine uses such as appointment reminders,
asking the service user to call the service or communicating advice. Written
agreement must be obtained for using Trust issued mobile phones and email
accounts for conversational messaging with service users and carers. For any other
purpose the Information Governance Team must be consulted.

Service user’s agreement must be recorded in the most appropriate place for
consent recording in the service user’s record within their electronic health record.
Service users must be made aware that they can opt out of the electronic messaging
service at any time in the future.

When asking for their agreement to electronic messaging, service users must be
made aware of their responsibility to keep the services they use, up to date with
their correct number and/or email address that they wish to be contacted on.

Service users should be made aware of all options for communication (phone,
letter, text, email etc.) and their preferences recorded on the electronic health
record. It should also be made clear to the recipient that any correspondence will
be added to their record. Where a service user/carer has asked (and subsequently
agreed) to be communicated with via email it is advised that the service user is
asked to email their request to the relevant service generic email address to verify
their email address before any correspondence takes place. A copy of this email
should be placed on the service user’s record and any correspondence must be
sent encrypted using secure email instructions.

4.6 Recording electronic messages in the records

Any electronic communication about a service user either between
clinicians/practitioners/admin support staff, or the service user themselves,
and/or their carer must be recorded in the service user’s clinical record. This
includes:

e Electronic conversations regarding the delivery of care, details of any
appointments, or changes to appointments

e Electronic conversations regarding the service user with other
agencies/individuals involved in the delivery of care

e Electronic communications from carers, or other significant people involved in
the care of the service user
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e Electronic communications from clinicians/practitioners/admin support staff to
and from the service user.

For email communications the clinically relevant content of the email must be
copied and pasted into the record. Copied information must include the date and
time of the original email(s), sender and recipients’ email(s), as well as the
date/time entered into the electronic record.

For text conversations, these should be transcribed into the service users
record including the date and time it was sent and received and the phone
number it was sent to/from.

It is the responsibility of each clinician/practitioner/admin support staff to review
the content of the email trail to ensure:

e Only clinically relevant information is copied into the service users record;

e All 3" party information (that is not relevant to the service user and/or their
care) is removed before the content of the email is copied into the service
users record;

e Each clinician/practitioner/admin support staff is responsible for ensuring that
the right information gets into the right service users record;

e Once the clinician/practitioner/admin support staff has ensured that the
service user’s record is up to date and accurate, the emails should be deleted
from the staff email inbox.

4.7 Dos and Don’ts
4.71 Dos

¢ Make service users aware that electronic messages must not, under any
circumstances, be used in emergency situations and should be advised of the
correct method(s) of contacting emergency services

e Keep electronic messages formal and maintain professional standards. Avoid
giving personal comments or opinions

e Ensure texts are written in full without using “text speak” or abbreviations

e Ask the service user to clarify any abbreviations or “text speak” they have
used in an electronic message — make no assumptions

e Always respond to messages within an agreed timescale where relevant

e Only send electronic messages within normal working hours

e Only used a Trust issued mobile phone for sending text messages to service
users — no other phone should be used
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e Only use an email address belonging to the Trust to send emails and these
should be encrypted — no other email addresses should be used

e In case an electronic message is seen by someone other than the intended
recipient, avoid using unnecessary identifiers of the service user or service

e Use service names within texts sent from tools such as Communications
Annexe where it supports service users to understand the communication
they are receiving

4.72 Do nots

¢ Do not use inappropriate language in electronic messages that could cause
offence, such as swearing or racial comments. If you receive any such
messages, it should be reported via the Ulysses system (e-IRF) and fully
detailed, with a verbatim transcription in the service user’s record

¢ Do not use predictive text as this can cause unintended modifications and
change or confuse the meaning of the message

e Never use electronic messages to convey sensitive information

¢ Instant messaging such as Facebook messenger, WhatsApp, is not approved
by the Trust for use with service users or staff or for any sensitive patient
related information between clinicians.

5.0 Roles and Responsibilities

5.1 Trust board

The Trust Board has a legal responsibility for Trust policies and for ensuring that they
are carried out effectively.

5.2 Trust board Sub-committees

Trust Board Sub-committees have the responsibility for ratifying policies and
protocols.

5.3 Information Governance Team

Information Governance Team have the responsibility for supporting the services with
their

information risk management process relating to electronic messaging with service
users
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5.4 Divisional Directors and Heads of Service

Divisional Directors and Heads of Service are responsible for ensuring that this
Policy is applied and complied within their service when using electronic messaging
to communicate with service users.

5.5 Managers and Team leaders

Managers and Team leaders are responsible for ensuring that this policy is applied
and complied within their service when using electronic means of communicating
with service users.

5.6 Responsibility of Staff

All staff groups must familiarise themselves with this policy and ensure that they
follow the principles and processes set out in this document.

6.0 Consent

Clinical staff must ensure that individual service user’s preferences for
communication methods are captured on the record and adhered to.

Appendix One: Definitions

SMS Short Messaging Service that enables the sending of short
messages, commonly known as “text messages” or “texts” to
mobile devices.

Short Messaging Service that enables the sending of short
messages, commonly known as “text messages” or “texts” to
mobile devices
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Personal Data Defined under Article 4(1) of GDPR:

Any information relating to an identified or identifiable natural
person.

An identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location, an online
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social
identity of that natural person

Due Regard Having due regard for advancing equality involves:

e Removing or minimising disadvantages suffered by
people due to their protected characteristics.

e Taking steps to meet the needs of people from protected
groups where these are different from the needs of other
people.

Encouraging people from protected groups to participate in
public life or in other activities where their participation is
disproportionately low.

Communication A solution developed by TPP the providers of SystmOne to
Annex improve communication between users and patients.
Communication Annex enables clinicians to access a variety of
different communication methods for each patient displaying
hether they are set up to receive SMS, Email, or notifications
rom our patient app, Airmid

Once the preferred contact method has been selected, users
can apply a pre-configured message template or type their own
message. The template can also include merge fields which
input patient and staff details directly into the message.

Users can also employ the Communications Annexe to contact
multiple patients at once. After selecting their chosen list of
patients, users can launch the Annexe and either select a pre-
configured template or type a bespoke message, as they would
ith individual messaging.
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The Trusts Electronic Patient Record

A free, online, secure, email and file transfer solution approved
or use in the Trust when the files are too large to transfer via
NHS.net
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Appendix Two: Governance
Version control and summary of changes

Version number Date Description of key change

1 25/09/2019 First draft for consultation

2 29/08/2023 Review and update of content

3 14/07/2026 Policy reviewed and moved to new policy

format

Responsibilities

Responsibility Title

Accountable Director Sharon Murphy

Author (s) Hannah Plowright & Sarah Ratcliffe

Implementation Lead Hannah Plowright

Core policy reviewer group Members of Data Privacy Group

Wider consultation Members of Data Privacy Group

Trust Policy Experts

Governance
Level 1 Committee to ratify policy Finance and Performance
Level 2 or 3 approving delivery Data Privacy Group
group approval and compliance
monitoring

Compliance Measures

Page/ Minimum Process for Responsible Frequency of
section Requirements monitoring  Individual / monitoring
Group
4.4 Electronic messages are | Local record | Clinical Ad-hoc
accurately recorded in keeping Supervisors

the service user record monitoring
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Page/ Minimum Process for Responsible Frequency of
section Requirements monitoring  Individual / monitoring
6.0 A discussion has taken Local record | Local record | Ad-hoc

place with the service keeping keeping

user on communication monitoring monitoring

preference

Training Requirements

There is no training requirement identified within this policy but the following
staff will need to be familiar with its contents:

All personnel (including staff, contractors, volunteers and third parties) in any
service that uses electronic messaging to communicate with service users.

As a Trust policy, all staff need to be aware of the key points that the policy
covers. Staff can be made aware through Team Brief, e-Newsletter and team
meetings.

References and Bibliography

e Electronic Health Records Policy (Including Record Keeping and
Management)

e Information Security and Risk Policy

e Data Protection and Impact Assessment Policy
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Apply for a Shared
Mailbox

Create poster and
leaflet for service
users & carers.
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Process Flow for Implementing Electronic Messaging

Manager to agree &
support electronic
messaging.

Ensure staff have
work devices
available to send
messages

Advertise to
Service user and
Carers.

Identify Staff
memberto co-
ordinate the
process.

Contact Data
Privacy for support
to complete a
DPIA & SOP

Obtain service
user agreement
and record on
EPR

Determine the
purpose

Create S0P

Discuss Discuss at
requirements of Directorate
change & contact IME&T Meeting
LHIS

Review SOP &
DPIA 6 monthly or
in the event of an
IG incident
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