	Ref No.  FOI-2324-SG13732

	Date FOI request received: 2 October 2023

	Date FOI response: 30 October 2023

	REQUEST & OUR RESPONSE: 
1. Does your trust currently use born worn video cameras. (clarification: I am referring to use of cameras by mental health staff ie not security personnel. If you have previously used, or are planning to begin using body worn cameras please consider the following questions to ask about former or planned uses)

OUR RESPONSE: There is an extended trial on 4 Adult mental health wards.

2. Please provide copies of ALL policies relating to born worn camera usage  

OUR RESPONSE: The Data Protection and Information Sharing policy encompasses identifiable information processed about individuals.  This information is exempt under Section 21 of the Freedom of Information Act as it is readily available on the Trust’s website.  Please see:https://www.leicspart.nhs.uk/wp-content/uploads/2021/10/Data-Protection-and-Information-Sharing-Policy-exp-Oct-24.pdf specifically Section 8.0 on page 23.

Please also see the pilot Standard Operating Procedure (SOP) attached.

3. Please provide copies of equality impact assessments relating to use of body worn cameras. if this has not been completed, please state.

OUR RESPONSE: Please also see the pilot version attached.  
4. Please provide copies of data impact assessments relating to use of body worn cameras. if this has not been completed please state 

OUR RESPONSE: Please see attached.

5.   Please state which mental health services these are approved for use in (eg seclusion, adult wards, CAMHS wards)

OUR RESPONSE: Adult acute/ PICU wards.

6.   Please provide details of equipment used: number of cameras held by the trust and supplier of these.

OUR RESPONSE: 25 cameras supplied by Reveal Media.
7. 
Please provide details of where video footage is saved and how long this is retained for. 

OUR RESPONSE: The footage is saved on a secure cloud server which is deleted every 30 days, unless specified for use as details on the SOP.
8. 
Please provide details of consent processes for use of born worn cameras. 

OUR RESPONSE: This is included in the SOP.
9. 
Please provide details of complaints relating to born worn cameras usage since since Jan 2019

OUR RESPONSE: There have been no complaints logged with the Trust’s Patient Advice and Liaison (PALS) Team or the Complaints department.  

10. Please provide details of where body worn footage has been submitted as part of criminal/court proceedings since Jan 2019

OUR RESPONSE: No footage has been submitted at this time.
11. Please provide details of incident reports related to born worn cameras since Jan 2019

OUR RESPONSE: From our preliminary assessment, we estimate that compliance with your request would exceed the appropriate costs limit under section 12 of the Freedom of Information Act 2000, currently £450, as we do not centrally record the information being requested above and this would require a manual review of all recorded incidents to determine.
12. Please state records of number of times body worn camera have been used between 01 Jan 2022 and 31 Dec 2022

OUR RESPONSE: From our preliminary assessment, we estimate that compliance with your request would exceed the appropriate costs limit under section 12 of the Freedom of Information Act 2000, currently £450, as we do not centrally record the information being requested above and this would require a manual review of all recorded incidents to determine as this information is not held outside of any incidents that may have been recorded.
13. please provide details of where body worn footage has been submitted as part of coroners court proceedings since Jan 2019

OUR RESPONSE: No footage has been submitted at this time.


	Attachments:
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Instructions

				Instructions

				Quality and Equalities impact assessments are a mandatory requirement for all projects, cost improvement schemes and business cases regardless of size. It is important that these impact assessments are not treated as ‘tick box’ exercises. 

				This template should be used in line with the guidance set out in the Trust's Programme Management Framework. Contact the Programme Team for a copy of the framework:

				lptpmo@nhs.net



				Quality Impact Assessment		Quality Impact Assessments (QIAs) focus on four main areas: Clinical effectiveness, patient safety, patient involvement and staff experience/engagement. 

				Equalities Impact Assessment (Due Regard)		In carrying out its functions, LPT must have due regard to the different needs of protected equality groups in their area. This applies to all the activities for which LPT is responsible, including policy development, review and implementation.

				The project lead is primarily responsible for completing and maintaining the EQIA, but should involve other colleagues to provide specialist input based on what is relevant to the project. As a minimum, directorate clinical leads must be involved in developing and reviewing EQIAs for directorate led projects, and all EQIAs must go to the Medical Director and Director of Nursing, AHPs and Quality for final approval.



				EQIA tasks aligned to project gateway stages



Stage 2: Planning

Update the EQIA using the latest information available

Identify measures to be used to monitor quality impact





Stage 1: Scoping

Complete the first version of the EQIA, alongside the project brief or initial business case template

Directorate clinical/quality leads to review and provide feedback





If the EQIA shows the project is high risk for Equality impact, complete a Full Equalities Analysis





Submit the EQIA to Medical Director and Director of Nursing, AHPs and Quality for formal review and sign-off

(with full Equalities Analysis if needed)





Stage 3: Delivery

Implement any risk mitigation actions

Monitor impact measures – quarterly quality impact reviews

Review analysis as the project evolves





Stage 4: Closure

When completing a Project Closure report and post-project evaluation, include a final review of quality and equalities impacts and any lessons learnt.





Quality Review Group: 
Review all CIP QIAs and any other high risk QIAs prior to approval

Quality Review Group: 
Review quarterly impact reports from services and monitor risk levels

mailto:lptpmo@nhs.net

FORM



				Quality and Equalities Impact Assessment

				To be completed and attached to the Project Brief for review and sign-off by clinical leads.
Review and update as needed during development and implementation - seek further sign-off for any significant changes



				Project Title		Body Worn Camera Pilot

				Project Lead		Rob Kerr, Least Restrictive Practice Lead

				Version no. 		1

				Date last updated

				Status		Pilot Project



				Quality Impact Assessment



				Impact Area		Description of Impact				Consequence		Likelihood		Impact 
(C x L) 		Proposed actions to mitigate negatives or enhance benefits		Measures / KPIs for monitoring impact

				Clinical effectiveness		The body worn camera pilot is aimed at improving patient  and staff safety by turning on the camera during escalating periods of threatening, verbal and physical harm by a patient towards other patients and/ or staff members to support analysis of de-escalation approaches or to support investigations. Other trusts have reported it be a deterrent to abusive behaviour.                                          
The introduction of the system has raised concerns with  wards regarding  IT provision to run the programmes.
				3 Moderate		3 Possible		9		Staff, patient and family communication and guidance for staff on the use of cameras.  Support fromWard Manager, Clinical Duty Manager for patient/ staff debrief and Health and Safety Local Security Manager for staff support post incidents. 		The use of the camera is reviewed as part of the pilot with patient and staff feedback as part of the measures around reducing episodes of aggressive/ violent behaviour and approaches used by staff for de-escalation. 

				Patient safety		The body worn camera pilot is aimed at improving patient safety by: supporting and identifying changes in a patients behaviour leading to aggression or violence to themsrlves, other patients and staff that culminate in interventions by staff. The learning from reviewing incidents will enhance training and identify further de-escalation approaches that could have been used .  The footage could beused to support further investigation by police into patient or staff assualt/ injury.                                                                               
				3 Moderate		4 Likely		12		 Health and Safety have reviewed the equipment and system. There is a Trust  Lead supporting the wards and any impact is identified to the Directorate and Trust Reducing Restrictive Practices Group.		 Any learning from incidents, serious incidents or safeguarding reviews. 

				Patient experience		 Patients/ families on the pilot wards have been informed about the pilot and had information about the use of the cameras and why and how they are used to support the reduction of aggressive behaviour in a least restrictive approach, provide a helpful tool to analyse interventions by staff and for support for ongoing reporting and actions by the police.  				3 Moderate		3 Possible		9		Patient and family information is available on the ward and the body worn camera use has been and will continue to be discussed in the ward patient community meetings. There is a SOP on the use of the system and any video clips required for investigation can only be authorised by the designated leads preventing inappropriate viewing.		The FFT, concerns, complaints and compliment data will reviewed from patients and their families. 

				Staff experience /engagement		Staff have been part of the decision to pilot body worn cameras and  staff have attended information and training sessions prior to the decision to take a pilot forward. Staff on identified wards are keen to explore if the use of the camera's reduces violent/ aggressive verbal and physical abuse to staff and other patients.  Wards are using a  bank and agency staff and there is arisk not all will have attended training sessions and understand how to use the system.  As part of the pilot all staff on duty will not have a body worn camera so this could affect the results from the pilot.				2 Minor		3 Possible		6		Since the commencement of the pilot there has been regular visits from the lead to wards to support staff with training and advice. An initial feedback review took place after 3-6 months. The pilot is included in the induction to the ward to support bank and agency staff understand the system and there is a SOP to guiide their practice.		Staff have received awareness sessions about the body worn cameras and the pilot wards have a programme of staff training prior to go live. Staff experience will be monitored throughout the pilot and incidents related to training/ ability of staff to use the system via incident reporting.

				Other quality impact										



				Equality Impact Screening



				Could be the proposal have a disproportionate positive or negative impact on people with any protected characteristics?

				Group		Potential impacts identified (positive or negative)		Comments

				Age		Positive and negative impacts		Supports monitoring of any physical health deterioration / Fear or lack of understanding regarding the technology - younger and older patients. 

				Disability		No impact

				Gender reassignment		Negative impact only		Concerns regarding privacy and dignity from short video sections on Oxevision

				Marriage or civil partnership status		No impact

				Pregnancy/maternity		No impact

				Race		No impact

				Religion/belief		No impact

				Sex		Negative impact only		Concerns regarding privacy and dignity from short video sections on Oxevision

				Sexual Orientation		No impact

				Any other specific groups? (eg carers)		No impact



				Equality Impact Risk Assessment

				Does this activity propose major changes in terms of scale or significance for LPT?
If the proposal involves minor changes, is it likely to have a major disproportionate impact on people from an equality group/s? 										Low risk proposal: If the proposal is low risk, please give evidence or justification for how you reached this decision:

				NO		Low risk: Complete the next section 						>>>

				YES 		High risk: Full Equalities Analysis required (separate template)



				Review and Approvals

				Use the guidance to determine whether / at what stage Clinical Director approval is required. 



				Role		Name		Date approved		Signature				Comments

				Directorate Clinical Lead/s		Michelle Churchard-Smith, Deputy Director of Nursing

				Other leads: Specify		Sam Woods, Head of Service/ Project Lead



				Clinical Directors:



				Role		Name		Date approved		Signature				Comments

				Director of Nursing, AHPs and Quality

				Medical Director

















































































































































































QIA guidance

				QIA Guidance and Checklist



				IMPACT AREA		GUIDANCE

				Impact on CLINICAL EFFECTIVENESS		Assurance Checks

				How does it impact on implementation of evidence based practice?		(i) Will the proposal reduce the effectiveness of evidence based practice, resulting in a direct impact on clinical decisions made by LPT staff about individual patients? 
(ii) How will implementation of the proposal influence and impact service users, professionals and Trust policies? 
(iii) Will the proposal in the long-term be sustainable? 
(iv) Have you considered compliancy to local and national clinical guidelines?  
(v) How will the impact of the proposal be monitored, following implementation, against evidence based practice?

				How will it impact on clinical leadership?		(i) Have you identified, evaluated and assessed the outcome of implementation of this proposal with regards to effective organisational leadership?  
(ii) What are the identified training requirements for staff relating to the service change/proposal? 
(iii) Have you considered other factors such as staff turnover/absentee rate, bank and agency staff level?
(iv) How will the service continue to be 'well-led' in accordance with CQC regulations?

				Does it reduce/impact on variation in care provision?		(i) Have you identified measures that will be used to monitor potential impact on clinical outcomes? 
(ii) Is the information for this proposal linked to reliable forecasts of income,
expenditure and activity? 
(iii) Have you accessed and considered data relating to clinical effectiveness via SMART / Dashboard?

				Does it affect supporting people to stay well?		(i) Does the proposal support a clear clinical need? 
(ii) What are the advantages to this proposal in ensuring that patients staying well? 
Have you considered factors such as re-admission rates or mortality rates?

				Does it promote self-care for people who use our service?		(i) Will the proposal enable service users and staff to foster self-care, i.e.  (a) promotion of good health and prevention of ill health; and (b) enable care of long-term conditions?

				Does it impact on ensuring that care is delivered in most clinically and cost effective setting?		(i) Are innovative approaches being utilised to improve patient care at a lower cost to the Trust?

				Does it eliminate inefficiency and waste by design?		 (i) Does the proposal increase efficiency and productivity?

				Does it lead to improvements in care pathway?		Will the proposal:  
(i) Result in a more accessible service? 
(ii) Improve the timeliness of any stage of the service user pathway? 
(iii) Support delivery of service performance?

				Impact on PATIENT SAFETY 		Assurance Checks

				What is the impact on partner organisations and any aspect of shared risk?

		(i) Will the proposal improve communication and delivery across care pathway boundaries and with other partners? 
(ii) Will there be any impact on the wider directorate teams? 
(iii) Is the proposal consistent with the overall strategic direction of the Trust and the plans of its partners?  
(iv) Are transformational programmes consistent with the trust’s strategic objectives?

				Will this impact on the organisation's duty to protect children, young people and adults?		(i) Will the proposal improve the environment in which service users are treated? 
(ii) Has the Trust's Safeguarding and other relevant policies been considered? 
(iii) Will the proposal jeopardise the trust's duty and commitment to protect service users?

				Impact on patient safety?		(i) Does the proposal support a risk management and patient safety culture? 
(ii) Does the proposal identify measures that will be used to monitor potential impact on patient safety? 
(iii) Have you considered factors such as infection control; medication errors, slips trips and falls, and SIs. 
(iv) Have you researched information relating to patient safety 
(vii) How will the impact of the implementation of the proposal be monitored to ensure patient safety, i.e. are mechanisms in place to ensure appropriate
action is being taken where necessary? 
(viii) How will the service continue to be safe for patients in accordance with CQC regulations? 
(ix) Will a change to the location or structure of any Trust building delivering the service impact patient safety?

				Impact on preventable harm?		(i) Does the proposal promote a safe approach to service user care and/or helps to prevent harm to service users?

				Will it affect the reliability of safety systems?		(i) Have you considered risk management, health & safety, CQC regulations and clinical guidelines to evaluate the affect to safety systems?

				How will it impact on systems, infrastructure and a process for ensuring that the risk of healthcare acquired infections to patients is reduced?		(i) Have you considered staff access to the infrastructure to support patient safety such as access to IT equipment and MART/Dashboard data. 
(ii) Is the proposal consistent with other trust plans, for example the finance, workforce and IT strategies?

				What is the impact on clinical workforce capability care and skills (including students)?		(i) Does the proposal support staff in understanding their role in improving the service user experience? 
(ii) Does the proposal support staff development? 
(iii) Following implementation of the proposal will the workforce continue to be competent and capable, having the necessary skills to deliver the service? 
(iv) Have you identified any gaps in workforce skills and developed an action plan on how these will be addressed?

				How have you triangulated the accessible data to ensure patient safety is not compromised?  		Have your considered and included data on: 
(i) Learning Lessons Bulletins.
(ii) Serious Incident learning outcomes.
(iii) Complaints and PALS learning outcomes. 
(iv) FFT feedback. 
(v) Any other sources, eg learning from Multi-Agency Review Processes (SCR/SAR/DHR), metrics including staff contacting the advice line for advice and support, number of safeguarding events i.e. strategy calls with Local Authority, numbers of 'detained' patients (MHA/DoLS/LPS)

				Impact on PATIENT EXPERIENCE
		Assurance Checks

				What are your intentions to involve service users in the service redesign?		(i) Is the change proposed led and supported by service users and carers? 
(ii) Will you involve and engage service users, staff, public and other stakeholders? 
(iii) Have discussions taken place with stakeholder groups, including commissioners, patient groups, where appropriate? 
(iv) How will the impact of the implementation of the proposal be monitored so patient experiences are captured?

				What impact is it likely to have on self-reported experience of patients and service uses?		Will the proposal:  
(i) Promote a more positive service user experience? 
(ii) Contribute to an improvement in the outcome for the service user? 
(iii) Result in a more accessible service. 
(iv)  Respond to national/local surveys/complaints /PALS/ incidents, FFT)? 
(v) Identify measures that will be used to monitor potential impact on Patient Experience?
(vi) Have you also considered additional factors such as average length of stay in hospitals or waiting times?  
(vi) Have you researched information relating to patient experience via Ulysses/Envoy  Dashboard? (contact the Patient Experience and Involvement Team for further support with this)

				How will it impact on the Care Closer to Home Agenda?		(i) Will the proposal support the delivery of national or local clinical quality indicators and/or standards? 
(II) Will service users be disadvantaged following implementation of the proposal?

				How will it impact on the compassionate and personalised care
Agenda?
		(i) Will the proposal continue to support health care professionals to improve the skills required for compassionate care?
(ii) Will a reduction in any staffing levels impact on the compassionate and personalised care agenda? 
(iii) Will the proposal ensure services users continue to benefit from the trust's compassionate and personalised care agenda?  
(iv) Is the Trust's plan consistent with health economy plans?

				Impact on STAFF EXPERIENCE/ENGAGEMENT		Assurance Checks

				How will it impact on staff engagement?		(i) How have you engaged with staff and involved them in the decision making process?
(ii) How do you plan to share the proposed changes with staff? 
(iii) How will the change affect the Trust's main engagement focus areas of: 
(a) Care is the organisation's top priority, 
(b) Staff recommendation as a place to work, 
(c) Staff recommendation for friends/family as a place to receive treatment?





Risk Assessment

				Risk and Likelihood Assessment from Policy HSC002 Risk Registers 



				Likelihood: How likely is it that such an situation could occur? Score according to the following scale: (please use numbers: i.e. 1,2,3,4 or 5 on QIA)



										Level		Likelihood				Description

										1		Rare				The event may only occur in exceptional circumstances

										2		Unlikely				The event is not expected to happen

										3		Possible				The event may occur occasionally

										4		Likely				The event is likely to occur

										5		Almost certain				A persistent issue

				Impact: Use the Matrix below to Grade the Risk. (i.e. 2 x 4 = 8 = Orange or 5 x 5 = 25 = Red) Risk scoring = consequence x likelihood ( C x L ) (please use numbers 1 to 25 on QIA)

										Likelihood

										Consequence				1				2				3				4				5

														Rare				Unlikely				Possible				Likely				Almost certain

										5 Catastrophic				5				10				15				20				25

										4 Major				4				8				12				16				20

										3 Moderate				3				6				9				12				15

										2 Minor				2				4				6				8				10

										1 Negligible				1				2				3				4				5





Version control

				Schedule for revisions to EQIA template and guidance

				Date		Edited by		Revisions made



				15-Nov-22		Michelle Churchard-Smith		Draft for pilot project.









































Lookup

		Likelihood 		Consequence				Potential impact

		1 Negligible		1 Rare				No impact

		2 Minor		2 Unlikely				Positive impact only

		3 Moderate		3 Possible				Negative impact only

		4 Major		4 Likely				Positive and negative impacts

		5 Catastrophic		5 Almost Certain
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Document Control

		Project Details

		DPIA Reference Number

		Project Title		Body worn camera trial

		Risk and Issues Workbook Reference Number

		Department & Team		Department of Mental Health - Inpatient Wards

		Project Implementation Date		Ocotober 2021

		DPIA Author		Rob Kerr

		DPIA Author Job Title		Positive and safe lead

		Information Asset Owner

		Who are the key stakeholders? (Enter names and job titles)
Suggested stakeholders
Project Management Team
Data Protection Officer
IT representative
Solution Architect
Procurement
Suppliers/Contractors
Comms
Senior Management
Data Subjects		Robert Kerr, Andy Lee, Richard Hattam				Who are the key stakeholders? (Enter names and job titles)
Suggested stakeholders
Project Management Team
Data Protection Officer
IT representative
Solution Architect
Procurement
Suppliers/Contractors
Comms
Senior Management
Data Subjects



		Version Control

		Version Number		Change/ Review		Details of Change or Review		Date		Signed off by:

		0.1		New draft		Change in proccess		6/25/18		DPO

		0.2		Revised Document		Revisions following review of ICO template		9/5/18		DPO













Screening Questions

		Data Privacy Impact Assessment- Screening Questions

		The purpose of this work: 

		Date that the data collection is due to start: 		Select from dropdown menu		Add comments below.

		Initial Screening Questions - Answering 'yes' to any of these means a DPIA is mandatory. 

Discuss with the Data Privacy Team

Any risks identified through this process must be added to the associated ISRA

		Does the processing involve systematic and extensive profiling?		No

		Does this involve processing children’s personal data for marketing purposes, or offer online services directly to them.		No

		Does the processing involve decisions about an individual’s access to a product, service, opportunity or
benefit which is based to any extent on automated decision-making 		No

		Does the processing involve large scale processing of special categories of data or personal data relation to criminal convictions or offences?		Yes

		Does the processing involve large scale, systematic monitoring of public areas (e.g. CCTV)?		No		will only be turned on during an incident 

		Does the processing involve the use of new technologies, or the novel application of
existing technologies (including AI)?		Yes

		Does this involve processing biometric or genetic data.		No

		Does the processing combine, compare or match data from multiple sources.		No

		Does this involve processing personal data without providing a privacy notice directly to the individual.		No

		Does this involve processing personal data in a way which involves tracking individuals’ online or offline location or behaviour.		No

		Does this involve processing personal data which could result in a risk of physical harm in the event of a security breach.		No

		Further screening questions - Answering 'yes' to any of these means a DPIA should be considered 

		Will the work involve using Trust data in a way it has not been used before?		Yes

		Will the work involve evaluation or scoring.		No

		Will the work involve any systematic monitoring of public areas 		Yes		only turned on during an incident

		Will the work involve processing of sensitive data or data of a highly personal nature.		Yes

		Will the work involve processing on a large scale		No

		Will the work involve processing involving preventing data subjects from exercising a
right or using a service or contract.		No

		Further background questions - only required if a full DPIA is being undertaken

		Do you plan on contacting the data subjects?		No

		Will you be obtaining data from individuals that the Trust did not already have?		Yes

		Will the data be shared with other people or organisations that have not had access to it before? This include both internal and external sharing		Yes

		Will your work involve creating a new Trust Information Asset of personal data? This includes creating a database, an Excel spreadsheet, a list of names, using a system to input data, a paper based folder, etc. where individual subjects are identifiable.		Yes

		If you are not creating a dataset that will remain at the Trust after you've completed your work, describe how and when the data will be permanently deleted.

		Anonymisation and Pseudonymisation

		Will the identities of the individual subjects remain within the data collected?                                                    If 'no', describe the method used for masking or removing this in the comments box.

		Could the data you've collected be used to re-identify individuals if a person looking at it had certain access rights? 		Yes

		Could the data you've collected or stored as part of this work be used to identify any of the individual data subjects under any circumstances?		Yes		If 'no', this Data Protection Impact assessment is complete.  Add this to the documentation for your work as you require and send a copy to the Data Privacy Team :  LPT-DataPrivacy@leicspart.nhs.uk







GDPR Compliance

		GDPR Compliance Check - 
Complete the questions below. Any concerns must be documented on the ISRA associated with this project

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/ 		A quick guide to the GDPR is here.

		Will the personal data be collected and held electronically or will it be paper based?		Electronic

		Will the data be held on a Trust network?		No		Stored on cloud - MS Azzure - held in the UK. (Could be saved on Trusts network if we wish) 

		If 'no', where will the data be held?		MS Data Centre South 

		Will the data be encrypted? (at rest and/or in transit)		Yes		Encrypted from Camera to PC - Standard AES 256. 

		Will the Leicestershire Health Informatics Service be involved?		Yes		Samantha Rogers IM&T Business Manager /Ian Wakeford Head of HIS. 

		Will there be any data shared with an organisation outside of the Trust?		Yes		Potentally for Subject access requests

		Will there be any automated decision making used to decide outcomes for data subjects?		No

		Principle 1
Personal data shall be processed lawfully, fairly and in a transparent manner 

		Does the Fair Processing Notice (or Privacy Notice) on the Trust's public website cover your planned activity?		No		However, CCTV is covered in the Privacy Notice 

		If not, how have the data subjects been informed of the use of their personal data?		yes, patients will be informed on arrival to ward, posters and information will be on the wards.

		Is the personal data from the individual directly, or from another source? 		directly from individual.

		What is your Article 6 condition?		Public Task

		If rely on legitimate interest, what is your 'legitimate interest' in conducting it?

		What is your Article 9 condition?		health/social care

		Are you relying on consent to process personal data,?  If yes, how will this be collected and recorded?		No

		Principle 2 
Personal data are collected for specified, explicit and legitimate purposes (purpose limitation)

		If the data collected for this work was to be used for another purpose, the department understands that this new purpose must complete and satisfy a separate GDPR compliance check.		Yes		Subject access requests, incidents 

		Has the personal data been collected specifically  for this project?		Yes

		Principle 3
Personal data shall be adequate, relevant and limited to what is necessary (data minimisation)

		Are you collecting sufficient data to complete the aims of the work that you identified?		Yes

		Could you obtain less personal data while still achieving these aims?		No

		Principle 4
Personal data will be accurate and where necessary kept up to date (accuracy)

		If you are procuring new software, does it allow you to amend data? 		Yes

		 Have you implemented steps to be taken to ensure accuracy of the personal data?		Yes		Part of software - details automaticall entered. 

		If there is a third party supplier of the software,also complete the 'third party' tab

		Principle 5
Personal data is kept in a form which permits identification for no longer than necessary. (storage limitation)

		Have you identified appropriate retention periods for the personal data you will be processing?				30 days. However, images can 

		How will you ensure that this retention period is adhered to?		Automatically deleted after 30 days, unless images need to be retained. 

		Does the system you are using allow you to delete all fields of data?		Yes

		If there is a third party supplier of the software,also complete the 'third party' tab

		Principle 6
Personal data are processed in a manner that ensures appropriate security (integrity and confidentiality)

		How will you find out who has accessed the system and what changes have been made to the data?		Yes Audit log. 

		If a new system is required, will a penetration test of the new system be needed?		Yes		discuss with HIS - Samantha Rogers 

		What access controls are in place to ensure that only those who need to access the data can do so?		Yes - password protected. Access on a need to know basis. 

		Have appropriate technical (e.g. encryption) and organisational (e.g. policies / guidance) security requirements been put in place? These should be detailed in the ISRA (Information Security Risk Assessment tab)				TBC 

		How will you ensure that all staff who use this system are appropriately trained?		Yes - Training provided by Reveal. 

		How will the data be restored in case of critical incident?		Information held on 2 separate clouds. Images kept on camera until fully uploaded. 

		What data quality controls are in place to ensure the accuracy of the data?		Videos are 720 p quality. Audio - will pick up within about 5 metres, will put up load noises from about 10 metres. 

		Children (those under 13 years of age)

		Does the project involve internet services of any kind, with regards to children? 		No

		 If yes, are you planning to gain and record consent? How will you achieve this?

		If the child is under 13 years of age, will you gain and record the parents consent? If yes, how will you achieve this?

		Controller and Processor

		Have Controller / Processor relationships been defied, documented and agreed between all parties?		Yes		LPT will be controller. Reveal only receive information about the number of images collected, however, will be they processors. A data processing agreement will be put in place.  

		Data Transfers

		Will any data be transferred outside of the EEA? If so, what controls have been put in place?		No

		Will you be sending data, receiving it or both?		Sending data to MS azzure. 

		Where will you be sending it to/receiving it from?		MS azzure - cloud based - UK. 

		Is the data anonymised before it flows (does it meet the ICO Anonymisation CoP)?		Yes 

		How is the data to be transferred? 		Secure upload to MS Azzure. 

		How will the data be secured in transit? Ie. Encryption (to what standard)		AES 256 certification

		Will the transfer(s) happen on a regular basis?		Yes 

		How many records will be in each transfer?		depends on number of videos taken. 

		Other Legal Considerations

		Could the way you are using  personal data be thought of as particularly invasive, so much that it infringes a person's right to private and family life?  (Article 8 of the Human Rights Act- This has a very broad definition by law, think along the lines of "would the average person would 'reasonably expect' your activity to take place?"  See the link below.  If the average person/patient would consider it invasive, choose 'yes'.  If it is reasonable to expect your activity to happen, choose 'no')		No

		https://www.equalityhumanrights.com/en/human-rights-act/article-8-respect-your-private-and-family-life 

		If YES, what is the legal basis for processing the personal data that overrides Article 8? Pick from the dropdown.

		The Regulation of Investigatory Powers Act 2000 (RIPA) (This sets out what an authority may and may not do with regards to covert surveillance, ie. CCTV.  If this is not a concern for your proposed activity, select 'no'. If it may be, check the link below)				Hannah Plowright

		https://www.lateosurveillance.co.uk/idiots-guide-ripa-directed-surveillance/ 

		Lawful Business Practice Regulations 2000 (This allows employers to monitor electronic communications and working practices of their employees, if this is not a concern with the activity you want to do, choose 'no'.  If it is, choose 'yes'.  See the link below)				Hannah Plowright

		https://www.eradar.eu/the-telecommunications-lawful-business-practice-regulations-2000/ 

		The Privacy and Electronic Communications Regulations 2003 (PECR) (This sets out subjects' rights on marketing calls, emails, text messages, cookies etc. If any of these are to be used in your activity, check that this is legal.  There is a link below. If this is not a concern, choose 'no'.)		No

		https://ico.org.uk/for-organisations/guide-to-pecr/ 

		Is the relevant department within Trust subject to any legislation?  E.g. Finance Act, Social Care Act, Mental Health Act? If yes, will this have an impact on the processing?		Yes

		If the project does involve processing of confidential information, will this be health or social care data? If yes, does this DPIA need to be shared with the relevant caldicot guardian?		Yes



https://ico.org.uk/for-organisations/guide-to-pecr/https://www.lateosurveillance.co.uk/idiots-guide-ripa-directed-surveillance/https://www.equalityhumanrights.com/en/human-rights-act/article-8-respect-your-private-and-family-lifehttps://www.eradar.eu/the-telecommunications-lawful-business-practice-regulations-2000/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/

Third Party Questions

		Third Party Questions- where the Trust is the Data Controller
Any concerns resulting from this page must be inlucded in the ISRA

		Has the third party provided assurance of how they process data through the standard Information Security and Information Governance Questions as required in the standard commissioning process? If not, this must be raised with the Data Privacy Team		Yes

		Is a  Trusted Third Party required?		Yes

		Does the 3rd Party have a Data Protection Officer? If so, please add their name to the comments box.		Yes

		Is the 3rd Party registered with the Information Commissioner's Office? If so, add their number to the comments box.		Yes		ZA089885

		Is there a contract in place between the Trust and the 3rd Party?				If Yes, please attach to this assessement

		Does the contract contain an Information Sharing Agreement or Data Processing Agreement?				If Yes, please attach to this assessement

		If not, attach the separate Information (or Data) Sharing Agreement.		If Yes, please attach to this assessement





























ISRA

		Ref #		Description of Risk / Issue		Risk or Issue
(R or I)		Consequences/ Impact		Owner		Original Score
Before assessment of any controls						Action (Tolerate, Treat, Transfer)		List of current controls /actions (embedded and operating soundly)		Current score
After assessment of current controls						Action (Tolerate, Treat, Transfer)		Further Actions / Additional Controls		Action Owner		Action Target Date		Target Score
After completion of further actions/ controls						Action Complete (Yes or No)		Narrative description of impact and likelihood 
(formula - do not overwrite)

												I		L		Score						I		L		Score										I		L		Score

		R1		Inappropriate or continuous recording on scene		Risk						2		3		6		Treat		Robust training and procedures for staff to follow. Audit users.  		1		3		3														0				

		R2		Inability to switch off visual or audio recording.								2		3		6		Treat		Robust training for staff		1		3		3														0				

		R3		Holding excessive recordings due to 
inappropriate or continuous recording on scene.								2		3		6		Treat		Review recordings to retain only those recording required. Edit or obscure sections of the recording. 		1		3		3														0				

		R4		Loss/theft of camera. 								1		5		5		Treat		Devices are checked in and out. Access to stored images requires bespoke docking facility. 		1		2		2														0				

		R5		Loss/theft of RFID device. 								1		1		1		Treat		Devices to be checked in and out. Card disabled remotely. 		1		1		1														0				

		R6		Unauthorised copying of footage to a personal 
device. 								1		5		5		Treat		Audit all users. Disable USB ports. 		1		2		2														0				

		R7		Footage may show victims, potential witnesses, suspects or other third parties in a state of distress and/or undress.								3		4		12		Treat		Edit or obscure sections of the recording if they identify individuals who are not the subjects of concern		1		4		4														0				

		R8		The camera device is encrypted (at rest) but the recording is not encrypted in transit to the server based application.								1		5		5		Treat		Apply encryption in transit 		1		5		5														0				

		R9		 The recordings held on the MS server are not 
backed up.								3		2		6		Treat								0														0				

		R10		Individual may object to being recorded.								3		4		12		Treat		Recording can only be justified when 
it is relevant to the incident and 
necessary in order to gather evidence 
of violent and aggressive or anti�social behavior incidents		1		4		4														0				

		R11		The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.								3		4		12		Treat		Ensure the purpose for use of the devices does not change and remains within the legal basis for processing.		1		4		4														0				







IAR

								ONLY COMPLETE THIS TAB IF THE PROCESSING INVOLVES THE CREATION OF NEW DATASETS THAT NEED ADDING TO THE INFORMATION ASSET REGISTER



						01		Team / Function



						01.1		Department				
		DMH

						01.2		Head of Service				
		Helen Perfect


						01.3		Team Name				
		Bradgate Inpatients 

						01.4		Team Function				
		Adult Mental Health 


						01.5		Completed By				
		Hannah Plowright 




						02		Information about the Dataset



						02.1		Dataset				


						02.2		Subset (if applicable)				


						02.3		Description				


						02.4		Who is the Information Data Owner ?				
		Leicestershire Partnership NHS Trust

						02.5		Does this dataset contain any personal data ?				
		yes

						02.6		Does this dataset contain any childrens data ?				
		no																														

						02.7		What is the LPT information classification level ?				


						02.8		Can individuals be identified from this data ?				
		Yes																														

						02.9		What Media is the data ?				
		Video Camera Images

						02.10		Where is it stored ?				
		MS Azzure - UK Cloud 



						03		Information about Processing



						03.1		What is the purpose of the processing ?				


						03.2		Is this a statutory duty ?				


						03.3		Is this a Critical System ?				


						03.4		Is this data personally sensitive (special category) ?				
		Yes 																														

						03.5		Do we use this data for any Automated Decision Making ?				
		Mno 



						04		Information about consent



								Where appropriate, we need separate consent for each type of processing and explicit consent to process sensitive (special category) information. If we are using consent we need to record this for all processing. However, there are various circumstances where we do not need consent, eg where we have a statutory duty / legal basis to undertake the processing. Please see the notes section for more information.



						04.1		Are we using Consent as our reason to process this data?				
		No 																														

						04.2		Do we have consent to process any personal information in this dataset?				
		No 																														

						04.3		Do we have explicit consent to process any sensitive personal information?				
		No 																														

						04.4		How (where) do we store / evidence this consent?				
		n/a																														



						05		Information about Social Media and Online Services



						05.1		Is this used for marketing or information services ?				
		No 																														

						05.2		If yes, do we have consent ?				
		na																														

						05.3		How (where) do we store / evidence this consent ?				
		na																														

						05.4		Does this include services to children (under 13) ?				
		No 																														

						05.5		If yes, do we have Parental consent ?				
		na																														

						05.6		How (where) do we store / evidence this consent ?				
		na																														



						06		Information about Retention & Disposal



						06.1		What is the trigger point that we use to start the retention period				


						06.2		How long is this period				


						06.3		What Action should be taken at the end of this period				


						06.4		How do we justify this retention				




						07		Information about Collection & Sharing



						07.1		Where did we collect this data from ?				
		Video camera images 

						07.2		Do we have an FPN in place ?				
																																

						07.3		Do we share this information with anyone else ?				
		Yes 																														

						07.4		If so please detail				
		Subject Access requests, Police 																														

						07.5		Do we have an ISA in place ?				
																																

						07.6		If Applicable, do we have a TTP in place ?				
																																

						07.7		Is this sharing covered by a contract ?				
																																

						07.8		Is this sharing due to some other (legal) requirement ?				
																																











Sign Off

		Sign Off 

		Data Protection Officer for the Trust:		Must sign off if DPO is in post at the time of this DPIA completion, if there is no DPO in place, Data Privacy Team signature will suffice.

		Name:		Electronic Signature:

		Final Sign off		Name		Date

		DPO - Sam Kirkland 				10/11/21

		Cyber Security Manager - Chris Biddle 				10/11/21

		SIRO - Sharon Murphy 				10/11/21













Definitions & GDPR Principles

				Definitions & GDPR Principles



				Definition of personal data:

Data which relate to an identifiable natural person who can be identified –
(a) from those data, or 
(b) from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller.




				Definition of special category data:

Personal data consisting of information as to -
(a) the racial or ethnic origin of the data subject,
(b) political opinions,
(c) religious beliefs or philosophical beliefs
(d) trade union membership,
(e) genetic data, biometric data for the purpose of identifying a natural person
(f) data concerning health
(g) data concerning a persons sex life or sexual orientation





				The 6 GDPR Principles:

1.a Personal data shall be processed lawfully, fairly and in a transparent manner (lawfulness, fairness & transparency)
1.b Personal data will be collected fpr specified, explicit and legitimate purposes and not processed further in a manner uncomptatible with those purposes (purpose limitation)
1.c  Personal data shall be adequate, relevant and limited to what is necessary (data minimisation)
1.d Personal data shall be accurate and where necessary, kept up to date (accuracy)
1.e Personal data shall be kept in a form which permits identification of data subjects no longer than is necessary (storage limitation)
1.f Personal data shall be processed in a manner that ensures appropaite security of the data (integrity & confidentiality)

2-  The controller shall be responsible for, and be able to demonstrate compliance with paragraph 1 (accountability)



				Lawfulness of processing - Article 6:

• the data subject has given consent to the processing for one or more purposes
• the processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract
• the processing is necessary for compliance with a legal obligation to which the controller is subject
• processing is necessary in order to protect the vital interests of the data subject or of another natural person
• processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller
• processing is necessary for the purposes of legitmate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject




				Processing Special Category data: - Article 9:

In section 3 of the ISA, add the conditions which apply from the following list:
2.a - the data subject has given their explicit consent to the processing
2.b - the processing is necessary for the prposes of carrying out the obligations and exercising specifics rights of the controller or of the data subject in the field of employment and social security and social protection law.
2.c - processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent
2.d - processing is carried out in the course of its legitimate activities, with appropriate safeguards by a foundation, association o any other not-for-profit body
2.e - processing relates to personal data which are manifestly made public by the data subject
2.f - processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity
2.g - processing is necessary for reasons of substantial public interest, on the basis of law
2.h - processing is necessary for the purposes of preventative or occupational medicine, for the assessment of the working capacity of the employee, medicaldiagnosis, the provision of health or social care or treatment or the management of health or social care systems and services, or pursuant to contract with a health professional
2.i - processing is necessary for reasons of public interest in the area of puiblic health
2.j -  processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes







				Human Rights Act Article 8:

If the information you share is of a private nature (e.g. family life) you must meet one of the following criteria - and it must be necessary and proportionate to share. Add the relevant ones here to the ISA under section 4:
• Interests of national security
• Public safety
• Economic well-being of the country
• Prevention of disorder or crime
• Protection of health or morals
• Protection of the rights and freedom of others 




				Data Controllers:

Data Controller - a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed.
Joint Data Controller - In relation to data controllers, the term jointly is used where two or more persons (usually organisations) act together to decide the purpose and manner of any data processing. E.G. A network of town-centre CCTV cameras is operated by a local council jointly with the police. Both are involved in deciding how the CCTV system is run and what the images it captures are used for. The council and the police are joint data controllers in relation to personal data processed in operating the system.
Data Controller in Common - The term 'in common' applies where two or more persons share a pool of personal data that they process independently of each other. E.G. A government department sets up a database of information about every child in the country. It does this in partnership with local councils. Each council provides personal data about children in its area, and is responsible for the accuracy of the data it provides. It may also access personal data provided by other councils (and must comply with the data protection principles when using that data). The government department and the councils are data controllers in common in relation to the personal data on the database.
Data Processor - In relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller. E.G. A utilities company engages a company which operates call centres to provide many of its customer services functions on its behalf. The call centre staff have access to the utilities company’s customer records for the purpose of providing those services but may only use the information they contain for specific purposes and in accordance with strict contractual arrangements. The utilities company remains the data controller. The company that operates the call centre is a data processor.


				Trusted Third Party - an entity which faciliates interactions between two parties who both trust the third party. This relates to the securing of interactions between two parties i.e. using encryption protocols to support the transaction communications between parties
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Standard Operating Procedure (SOP) for the Use of Body Worn Cameras (BWC) within Leicester Partnership Trust - Pilot



1. Aim

The primary purpose of the use and activation of Body Worn Cameras (BWC) Leicester Partnership Trust (LPT) is to improve the safety of patients and staff.



2. Purpose

Evidence from other NHS Trusts indicates that the use of body ward video recording devices may reduce the incidence of aggression and violence, whilst also providing greater transparency and enabling increased scrutiny, for any subsequent actions taken in response to such incidents.

[image: Description: Lepncola]



BWC SOP – Pilot Project  Nov. 2021



3. FLOW CHART

The below represents how the BWC’s will be utalised on wards. 



Staff Responders (SR) are trained in MAPA and will have received further training in the use of BWC

[image: ]

A member of staff from the designated wards will wear a BWC and they will be the designated ‘staff responder’ (SR) to incidents (responding to incident alerts via the pager system).

[image: ]

Staff will sign the BWC log and collect the BWC from the designated area at the start of their shift. They will wear the BWC for the duration of the shift.

[image: ]

In the event of an incident unfolding or member of staff feeling threatened, staff wearing the camera will immediately activate the BWC and notify the individuals involved, wherever practical, that the incident is being recorded.

[image: ]

In the event that psychiatric emergency alarms have also been activated and other SRs attend the incident, SRs will activate their BWC on entrance to the unit in question. Wherever practical they will notify the individuals involved that they are recording

[image: ]

The SRs should continue to record for as long as necessary to gain best evidence before announcing the end of recording. Following the use of prone restraint and or seclusion, SR’s will continue to film after staff have disengaged from holding the patient to establish the patients state of health and wellbeing (focus on the persons respiration rate and consciousness level).

[image: ]

When completing a eIRF for the incident, the use of BWC's should be noted in the text

[image: ]

At the end of their shift the SR will return their device to the docking station for uploading and recharging and sign the BWC log. They will report any faults or damage to the cameras to the Positive and Safe Lead.



4. Introduction



This procedure should be read in conjunction with LPT Security Policy 



The concept of BWC will be piloted and evaluated in LPT for a period of 2 months initially for its impact on patients, visitors and staff and its impact on the reduction of incidents. The use through the pilot will remain under constant review and may be extended for further information collection.



Data collection and storage has been assessed through a Data Protection Impact Assessment and the Information Commissioners Office (ICO) Self-Assessment for Body Worn Video tool as compliant with trust legal requirements and expected standards.



BWC and their associated accessories have undergone a rigorous testing process to endure that they are suitable and safe for use within the service



5. Scope



This procedure applies to all staff working on wards where BWC are being trialed. 



6. Training

Training in the content of this procedure and the use of the BWC’s will be provided by the Positive and Safe Lead/BWC provider or designated Ward Matrons



7. Systems and Recording



The BWC will be used at 2-4 pilot wards . The BWC's will be activated where an incident takes place.



5 SR’s per shift will be allocated by the Nurse in Charge on every shift.



If the designated member of staff is unable to wear the unit due to sickness or injury, the Nurse in Charge (NIC) will allocate another suitable member of staff and keep a record of the change.



If the designated SR leaves the hospital for any planned reason i.e. breaks or escorts, they should return their BWC to the docking station. Then on return they pick the BWC back up.



The BWC must be attached using the fitting provided



Any footage recorded during the shift will be uploaded when the BWC is returned to the docking station and stored on Calla’s (formerly Reveal Media) secure cloud.



Footage should only be recorded when it relates to an incident / potential incident and should also be supported by an eIRF entry. If the SR responds to an incident on another ward not involved in the trial then the BWC must not be turned on at any point.  



The BWC (and associated fittings / harness) must be handed back at the end of the shift and any damage reported to the Nurse In Charge.







8. Procedure



The following is guidance on the use of BWC when recording incidents



8.1 Recording an incident



The allocated member(s) of staff will wear a BWC device for the duration of their shift. The device will not be recording until activated.



The decision to record or not record any incident remains with the staff member wearing the device.



In cases where a patient requests that a member of staff records an interaction, staff should consider this request in the context of potentially being an indication of a developing incident/ safety concern.



Recording an interaction with a patient at their request may help to defuse the situation and provide some assurance to the patient that their concerns are being dealt with the patients best interests in mind.



Start recording early: It is important to record as much of the incident as possible in order to secure the best possible overview, therefore recording should begin at the earliest opportunity.



8.2 Incident specific

Employment of the BWC must be incident specific and therefore users should not indiscriminately record their day to day activities.



8.3 Consent



Consent for BWC use whilst within in-patient services will not be required individually by patients as the use of body worm cameras are seen as integral to the trust provision safety of patients and staff, in line with the use of CCTV.

.

Patients are informed prior to the camera being turned on and if a patient does object and requests for the camera to be turned off, this will be discussed with the MDT.  During this clinical discussion the Principles of the Mental Capacity Act Policy will be followed. Any discussions will be recorded in the progress notes on the electronic patient record. 



 Patients will be informed about the use of BWC’s via the ward welcome packs, posters displayed on the wards and ward meetings. In addition to this at the commencement of any recording the SR should, where practicable, make a verbal announcement to indicate why the recording has been activated.



If possible this should include: Date and Time; Location; Confirmation to those present that the incident is now being recorded using both video and audio.



If recording has commenced prior to arrival at the scene of an incident, the SR should as soon as is practicable, announce to those persons present at the incident that the recording is taking place and that actions and sounds are being recorded.

Users should use straightforward speech that can be easily understood by those present such as ‘I am wearing a Body Worn Camera and recording this incident’.



In so far as is practicable, users should restrict recording to areas and persons necessary in order to obtain evidence relating to the incident and should attempt to minimize collateral intrusion on those not involved.



8.4 Privacy



During incidents in patient’s bedrooms, bathrooms or toilets SRs may find that objections to recordings made with the BWC are voiced by the patient. In such circumstances, where the user feels that the recording is justified by the nature of the incident (for example an incident of serious self-harm/assault) they should continue to record and explain the reason(s) for this to the patient at the time and after the incident.



These may include:

· The users presence might be required to prevent further self-harm / injury to any person / property.



· Capturing the best evidence of incidents and the potential use of physical restraint in order to protect both staff and patients.



· Continuing to record would safeguard both parties with a true and accurate recording of any significant statement or action made by any party.



· It is also acceptable for SR’s to capture audio only footage in situations where staff consider this the most effective method to protect the privacy and dignity of the patient whilst maintaining safety for all (during the administration of IM, searching or changing into safety clothing). If audio only recordings are made, the SR should clearly state the rationale for this.



8.5 Interruptions to Filming



Unless specific circumstances dictate otherwise recording must continue uninterrupted from the commencement of recording until the conclusion of the incident. 



8.6 Concluding of filming



It is considered advisable that the SR continues to record for a short period after the incident to clearly demonstrate to any subsequent viewer that the incident has concluded, the user has resumed other duties or activities and that the individual is in no physical distress. This is particularly important after the use of tertiary responses, after administration of Rapid Tranquillisation medication and also if the patient has been secluded.



SRs that have attended the incident from other areas will turn off their camera if instructed by the incident controller or when informed that their presence is no longer required at the incident.

Prior to concluding recording the user should make a verbal announcement to indicate the reason for ending the recording.



8.7 Data



Uploading footage: At the end of the shift, the SRs will return the BWCs to the designated station where the camera will be connected to the PC (or docking station) and signed back in by the user. Docking the camera will simultaneously charge the device and upload recorded footage to the secure site.



THERE IS ONLY ONE WAY THAT THE BWC CAN FIT INTO THE DOCKING STATION SO STAFF MUST ENSURE THAT THEY DO NOT FORCE THE DEVICE INTO THE DOCKING STATION.



9. Storing and Reviewing footage



All data captured will be stored on Calla’s cloud. This has been reviewed by LGSS for compliance with the DPA and IG requirements for the Trust. 

Data will not be linked to any specific patient record and will be stored in line with the following guidance:



· Footage will be marked for retention by either the Positive and Safe Lead, Matrons/team manager and charge nurses.

· Duplicated footage, accidental activation and footage captured during staff training in camera use will be marked for automatic deletion within 30 days (or immediately if reviewed by MAPA Manager).

· Footage captured showing an incident that was managed by non-physical staff interactions (verbal de- escalation) will be marked as evidential and kept for three months from recording date.

· Footage captured where staff have physically restrained a service user will be marked as evidential and be stored for twelve months.

· Footage captured that, in the opinion of the MAPA Team or senior management team, may assist in the investigation of a serious incident investigation or be required by the Police will be marked as evidential and retained for 99 years.

· If specific incidences are deemed relevant and valuable to learning and development they can be marked for retention for 12 months

· Ward Charge Nurses may show footage to the staff involved in that particular incident as a method to improve skills/practice and learn lessons from incidents



10. Monitoring



This procedure is subject to the same monitoring / review arrangements as described in the parent policy (Security Policy)



The procedure will be reviewed as required throughout the trial period.







Author – Positive and Safe Lead
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